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'HERMES 2' SYSTEM  
 

 

User Manual for External Users 

Version 0.9 

June 2011 
 

Introduction 
 

This document presents the main features of the system HERMES2 and describes the 
procedures the external user of the system needs to follow to send securely and successfully 
his submissions to ATHEX. 

 

User Authentication and System Login  
 

In HERMES2 authentication is done using smart cards of the new PKI of the HELEX 
Group. 

Access to the test system, on which the services offered will run on a pilot basis, is 
gained via the URL: https://hermes2-test.helex.gr (the production system will be activated 
from the URL: https://hermes2.helex.gr). The browser, which should be used at this stage is 
Mozilla Firefox version up to 3.6.18 and IE v9, which have already been checked. 

Tor run HERMES 2 services it is necessary to introduce the new smart card the user 
already has in the smart card reader. 

The user should follow these steps to be authenticated and log into the system : 

1. Insert the new card in the smart card reader. 
2. Type  https://hermes2.helex.gr  in the browser 
3. On the home page of the service, choose "Login" 
4. In the window that will appear, type the PIN for the new card 
5. Select the button "Verify my identity" 
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When a user logs in for the first time you it is possible to see the following message "This 

Connection is Untrusted". (The message varies depending on the browser. Mozilla Firefox 
has been used in the figures.) The user must choose "I Understand the Risks" 

 

 
 

Next, the user must choose "add exception" and in the window that will appear he 
should click on the button "Confirm Security Exception". 
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Then the following window will appear where the user must choose "Digital Signatures 

and "Remember this Decision" and click on "OK" for the PIN entry window to appear. 

 

 
 

After the user has typed the correct PIN and been authenticated by the system, the user 
connects and the Home Page of HERMES2 appears. In the left part of the screen the user 
must click on the button "Login" to be identified by the system and log in. 
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As the user logs in the following appear: 

1. The "Main Menu"  featuring the submenus "Actions" and "Services" 
2. The user information (login name, full name, date and time of login) 
3. The button "Logout" for the user to log out 

 

 
On the right side of the screen a list is displayed of the companies for which the user has 

the right to make submissions. 

After selecting the company, the user information also includes the company name and 
the menu "Services" is activated. On the right side of the screen will appear the "Pending 
Submissions" for the specific company, which are the submissions that have not yet been 
processed by the staff of ATHEX. If no submission is pending the table will appear empty. 
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Main Menu: Services 
 

The services offered using the system HERMES 2, are displayed on the left side of the 
screen, under "Services". The keys  enable hiding and showing the submenu options. 

 
When a service is selected a table appears on the right of the screen showing the 

submissions already made by the user for this service. The user is also given the option to 
submit new information depending on the service chosen. 

By selecting "Pending Submissions", a table appears with all pending submissions 
irrespective of the service concerned. 

 

   
Table of Submissions 
 

The table displays the following information: 

1. Reference number 
The reference number is automatically assigned by the system when making the 
submission. 
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2. Correct Repetition (from/to) 
Where the submission is a correct repetition of a previous submission, the reference 
number of the previous submission is shown in red. Where reference number is 
shown in green, this  indicates that a correct repetition has been sent for this 
submission with the reference number shown. 

3. Sender 
The user who made the submission. 

4. Company 
The company for which the submission was performed. 

5. Type 
The type of submission indicates the service for which the submission was made (e.g. 
"Announcements"). 

6. Status 
The status of the submission, namely if it has been received by ATHEX or if it has 
been rejected. 

7. Date - Time Sent 
The date and exact time of the submission. It indicates the time on which a reference 
number was assigned to the submission. 

8. Actions 

This column displays the icons  with the actions that are available to the user 
for the particular submission. Placing the mouse over them, a brief description of the 
icons appears (tooltip). 

 Correction Repetition: Selecting this icon the user can send a correct repetition of 
the specific submission. Where correct repetition has already been submitted, the 
icon is not displayed. 

 Selecting this icon, the user can see the content of the specific submission and 
make a new submission based on that content. 

In both cases above a submission form appears already populated for the user to 
make the changes he wants and submit the new data. 

 Viewing the specific submission without allowing the user to change the data. 
9. Code-Subject 

The user can display the "Code" and the "Subject" of the submission by placing the 
mouse over the icon . 
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New Submission 

 

By choosing New Submission, which appears immediately below the Submissions 
Table, the user can submit new data. Please note that the new submission will concern the 
service selected by the user from the submenu "Services" and whose submissions appear in 
the table. 

 

 

 

 

"Corporate Announcements" Service 
 

The service "Corporate Announcements" is an upgrade of the existing service of 
HERMES. 

• The list of categories of corporate announcements is up-to-date. 
 

 
 

• It allows sending to ATHEX attachments in the form of PDF, DOC, XLS, images 
files which will be checked by ATHEX and posted on its website, accompanying 
the text of the announcement. 
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• It is possible to format the text of the announcements using the built-in HTML 
editor. 

• In some types of additional fields have been included in the data entry forms, so 
that all the necessary information can be forwarded securely and without errors 
to the systems of ATHEX. 

 

"Financial Statements" Service  
 

In the "Financial Statements" service, the user submits the XML file he has exported 
from the standard Excel file of the financial statements. The procedure remains the same as 
in HERMES. 

As shown in the following figure, the user simply selects the XML file from his local disk. 
Before making the submission, he can display the XML file on his screen by selecting the 
check box "Preview the file before sending it". 

 

 
 

"Transaction Disclosures" Service  
 

In the "Transaction Disclosures" service, the user submits the XML file he has exported 
from the standard Excel file of the transaction disclosures. The procedure remains the same 
as in HERMES. 

As shown in the following figure, the user simply selects the XML file from his disk. 
Before making the submission, he can display the XML file on his screen by selecting the 
check box "Preview the file before sending it". 
 

 
 

"Profile Information" Service 
, 

With this new service that is provided by HERMES2, users will be able to send to ATHEX the 
details of their Company Profile to inform ATHEX and the investing public. 
The user must select "Profile Information" under "Services". The right part of the screen will 
display the form to be completed with the submission data. The company name has already 
been filled.  
The form includes four parts 
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1. General Information 
The user will only fill in the reason for updating of his Company Profile. 

 
2. Additional Information 

The company information to be published on the ATHEX website 
 

 
 

3. Board of Directors 
The details of the members of the Company's Board of Directors. To add or remove a 

member the following keys  are used. 
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4. Information not intended for publication  

Company information requested by ATHEX and not published. Here it is possible to add files 
such as the company logo in an image file 

 
 

 

"Prospectuses" Service 
 

This new service provided by the HERMES2 allows system users to send to ATHEX 
Prospectuses in PDF format so that they can be posted on the ATHEX Site at  
http://www.athex.gr/content/gr/Companies/ListedCo/Prospectus/. This procedure replaces 
sending files by e-mail providing greater security, since the files will now be digitally signed. 

The user must select "Prospectuses" under "Services". The right part of the screen will 
display the form to be completed with the submission data. 
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The text that the user will fill in the "Text" field will accompany the  Prospectus and will 
be posted on the ATHEX site as "Prospectus Title". After completing the information and 
selecting the file using the "Browse" button, by clicking on "Submit" the file is signed and 
sent to ATHEX. 

 

 
 

 

"Financial Statements in PDF" Service 

This new service provided by the HERMES2 allows system users to send to ATHEX 
Financial Statements in PDF format so that they can be posted on the ATHEX Site. This 
procedure replaces sending files by e-mail providing greater security, since the files will now 
be digitally signed. 

The user must select "Financial Statements in PDF" under "Services". The right part of 
the screen will display the form to be completed with the submission data. 

The user must fill in all the information requested in the form and if he so wishes he can 
also complete the field "Notes", addressed to ATHEX and is not published. After completing 
the information and selecting the file using the "Browse" button, by clicking on "Submit" the 
file is signed and sent to ATHEX. 
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Remarks on all Services 

 The submission is sent to ATHEX and is assigned a reference number directly without 
any delay. The reference number is displayed to the user at the top of the screen. 
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 Sending a correct repetition is possible for all services. The user will receive an e-mail 
informing him on the cause of rejection. 

 For the submissions of all services the user can add one or more attachments. 

 
 

Using the keys  the user can add or remove a file. For each file the 
corresponding "Description" field should also be completed. 

 In all forms, if a field is mandatory and has not been completed, a red box appears in 
it and the title is displayed in red. 

 

 
 

 The icon  that appears next to some fields, provides information on how to 
correctly complete the field. 

 

Main Menu: Actions 
 

 
 

Under "Actions" the user can 

• choose the company for which he is entitled to make submissions; 
• search for submissions he has made based on multiple criteria; 
• submit data he has saved in a file on his local disk. 
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Company Selection 
 

Where the user of HERMES2 has the right to make submissions for more than one 
company, he is allowed to choose a different company at any time and without needing to 
log out of the system. In this case, the "Services" submenu may change, as for each 
company the user is likely to have different rights to services. 

 

 

Search 
 

A submission search can be performed based on criteria relating to the service and 
status of the submission. Under "Actions", the user selects Search. 

The right part of the screen will display the "Simple Search" form. There are two types 
of searches: Simple Search, Advanced Search. This option appears at the bottom of the 
form. 

 
 

The difference between the two is that the advanced search returns hits for any 
combination of services and statuses. 
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Submitting a Saved File 
< 

Where the user wishes to complete the data for a submission but not to directly send them 
to ATHEX, he can save the submission locally on his disk using the  
button. The system automatically gives the file name based 

• on the service to which the submission refers to 
• and on the current date and time. 

File name example: downloaded-Announcement-20110607120835.xml The file saved is an 
XML file. 

For the user to submit the data he has saved, he must upload the file from his disk to the 
system. This is done by selecting "Upload Saved File" under "Actions" in the left part of the 
screen. The right part of the screen displays a form from where the user must select the file. 

 
By clicking on "Browse" the file is selected from the disk and then by clicking "Upload" the 
file is uploaded to the system. Saved submission data appear on the submission form from 

where the user can then send them to ATHEX using the  button.  

 

Digital Signature 

When clicking on the  button, the following window appears. If for some 
reason the user does not wish to make the submission, he can choose "Cancel", otherwise 
he enters the  PIN of his smart card and selects "Sign". The smart card must be inserted in 
the card reader. 
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By clicking on "Sign", the submission is digitally signed and sent to ATHEX. Depending on 
the size of the submission, there could be some delay until receipt of the submission by 
ATHEX and the reference number are displayed on the user's screen. 

 

 
 

During this wait, the user's screen shows the message: 

 
Logout 

 

The user logs out of the system either by using the button "Logout" in the left part of 
the screen or automatically after an idle period of 15 minutes, which is considered secure. 
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Annex A. 

Test Cases: 

• Submission of all documents (Announcements, Prospectuses, Financial 
Statements, etc) 

• Submission of all types of Announcements 

• Change of type before submission 

• Submissions with attachment files (the total size of files does not exceed 8Mb) 

• Where there is an editor for entering text, paste text from Word using the special 
Word button 

• Search for submissions using a combination of fields (simple and advanced search) 

• Check whether a reference number is returned upon submission 


