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Introduction

This document presents the main features of the system HERMES2 and describes the
procedures the external user of the system needs to follow to send securely and successfully
his submissions to ATHEX.

User Authentication and System Login

In HERMES2 authentication is done using smart cards of the new PKI of the HELEX
Group.

Access to the test system, on which the services offered will run on a pilot basis, is
gained via the URL: https://hermes2-test.helex.gr (the production system will be activated
from the URL: https://hermes2.helex.gr). The browser, which should be used at this stage is
Mozilla Firefox version up to 3.6.18 and IE v9, which have already been checked.

Tor run HERMES 2 services it is necessary to introduce the new smart card the user
already has in the smart card reader.

The user should follow these steps to be authenticated and log into the system :

1. Insert the new card in the smart card reader.

Type https://hermes2.helex.gr in the browser

On the home page of the service, choose "Login"

In the window that will appear, type the PIN for the new card
Select the button "Verify my identity"
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# Nexus Personal - Authenticate 2 x|

Mexus Perzonal - Authenticate

Enter PIM for Electronic (D [PIMT].

FIN: |

| Werify my identity I Cancel

When a user logs in for the first time you it is possible to see the following message "This
Connection is Untrusted". (The message varies depending on the browser. Mozilla Firefox
has been used in the figures.) The user must choose "I Understand the Risks"

§l & | This Connection is Untrusted

[ v AI ‘ou have asked Firefox to connect securely to hermes2-test.helex.gr, but we can't confirm that
wour connection is secure,

Mormally, when you try to connect securely, sites will present trusted identification ko prove that wvou
are going ko the right place. However, this site's identity can't be verified.

what should I Do?

IF vou usually connect to this site without problems, this error could mean that someone is krying to
impersonate the site, and vou shouldn't continue.,

Get me out of here! |

Technical Details

J——
—

—
¢+ IUnderstand the Risks

—

B —

Next, the user must choose "add exception" and in the window that will appear he
should click on the button "Confirm Security Exception".
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Gl &  This Connection is Untrusted

v A' ‘You have asked Firefox to connect securely to hermes2-test.helex.gr, but we can't confirm that

your connection is secure, Add Security Exception 5'

Mormally, when you try to connect se
are going to the right place. However '
ala Legitimate banks, stores, and other public sites will not ask you to do this.

what Should I Do? =
Server

‘fou are about ko override how Firefox identifies this site.

If wou usually connect to this site with
impersonate the site, and you shouldr Location:

Get Certificate
Get me out of here! | - Certificate Status

This site attempts to identify itself with invalid information. View... |
Unknown Identity

Technical Details

I Understand the Risks - . . ; .
Certificate is not trusted, because it hasn't been verified by a recognized authority.
If vou understand what's going on, vo
if you trust the site, this error cc
connection.

Don't add an exception unless yau km

identification,

{ Add Exception... |‘}|

v

—

¥ Permanently store this exception

@i;n—Security Except}b Cancel

Then the following window will appear where the user must choose "Digital Signatures
and "Remember this Decision" and click on "OK" for the PIN entry window to appear.

User Identification Request x|

This site has requested that you identify yourself with a certificate:

hermesz-test, helex.gri443
Organization: "HELEX"
Issued Under: “Athens Exchange 5.48."

Choose a certificate o-presen as identification:

Electronic ID (PIM1y:Digital Signature [27
e ——

Details of selected certificate:

| oo reT— e —
—_—

(0] 4 I Cancel I

After the user has typed the correct PIN and been authenticated by the system, the user
connects and the Home Page of HERMES2 appears. In the left part of the screen the user
must click on the button "Login" to be identified by the system and log in.
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As the user logs in the following appear:

1. The "Main Menu" featuring the submenus "Actions" and "Services"
2. The user information (login name, full name, date and time of login)
3. The button "Logout" for the user to log out

YTINPETIES

Ermpsin
Dwopn Elgdaou ¥pAarn

USER 36 EXTERMAL
oL TET YU D SO aTn
IUSER36 EXTERMAL
Teheutaio Eigodog
08-06-2011 12:26:58

Logout |

On the right side of the screen a list is displayed of the companies for which the user has
the right to make submissions.

After selecting the company, the user information also includes the company name and
the menu "Services" is activated. On the right side of the screen will appear the "Pending
Submissions" for the specific company, which are the submissions that have not yet been
processed by the staff of ATHEX. If no submission is pending the table will appear empty.
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Main Menu: Services

The services offered using the system HERMES 2, are displayed on the left side of the
screen, under "Services". The keys I= [ enable hiding and showing the submenu options.

YTInNpETiEC =
Exkpepzic vnofohés
EToipikE: AvOKOIYEEls
QKoY OMIKES KoTaoTAmElC

ETolEin Mpogih

EvnUepwTiEd AShTid

QIKOVOIEES KoTaoTAmE g 0
FDF

When a service is selected a table appears on the right of the screen showing the
submissions already made by the user for this service. The user is also given the option to
submit new information depending on the service chosen.

By selecting "Pending Submissions"”, a table appears with all pending submissions
irrespective of the service concerned.

Exkkpepeic YTopohec

, Opoiy
Apibjiog EmavadAnuyn
HMOIGRORRIDES et

€D 201174080314
€ 2011780313

@ 2011naa312

Table of Submissions

AmooTohiac Eraipsia Tomoc Karaoraan Ellfr:qof[mﬁhﬂi EVEpYEIEC
USER36 EXTERNAL ﬁ?&:;éﬂﬂ Avi“ﬂ'i';i;g MepehfgBnke 0350232511 LhE
USER36 EXTERNAL &E?TKE\fI:ﬁIEEDJEI:JTI Mi“g'ﬂ;iim MaparfgBnke 0?50272211 LhE
USER36 EXTERNAL iﬁr}{ewl:ﬁcg;:;?: Avi“a'ﬁ'r';iim Metpechf g Bnke D:g?;g: LOE

The table displays the following information:

1. Reference number

The reference number is automatically assigned by the system when making the

submission.
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Correct Repetition (from/to)

Where the submission is a correct repetition of a previous submission, the reference
number of the previous submission is shown in red. Where reference number is
shown in green, this indicates that a correct repetition has been sent for this
submission with the reference number shown.

Sender
The user who made the submission.

Company
The company for which the submission was performed.

Type
The type of submission indicates the service for which the submission was made (e.g.
"Announcements").

Status
The status of the submission, namely if it has been received by ATHEX or if it has
been rejected.

Date - Time Sent
The date and exact time of the submission. It indicates the time on which a reference
number was assigned to the submission.

Actions

This column displays the icons L1 = \yith the actions that are available to the user
for the particular submission. Placing the mouse over them, a brief description of the
icons appears (tooltip).

<L Correction Repetition: Selecting this icon the user can send a correct repetition of
the specific submission. Where correct repetition has already been submitted, the
icon is not displayed.

1 Selecting this icon, the user can see the content of the specific submission and
make a new submission based on that content.

In both cases above a submission form appears already populated for the user to
make the changes he wants and submit the new data.

=l Viewing the specific submission without allowing the user to change the data.

Code-Subject
The user can display the "Code" and the "Subject" of the submission by placing the

mouse over the icon O

Page 6 of 17



@9 2011744740308

Kwdikog: K1-03-001

G ANAKDINOEZH MA EIZAMOMH
PMETOREOM ETO X ATEMA TTA
MPOTH DOPA ME AHMOELA
MPOEDORA

New Submission

By choosing New Submission, which appears immediately below the Submissions
Table, the user can submit new data. Please note that the new submission will concern the
service selected by the user from the submenu "Services" and whose submissions appear in
the table.

"Corporate Announcements" Service

The service "Corporate Announcements" is an upgrade of the existing service of
HERMES.

e The list of categories of corporate announcements is up-to-date.

[ E4-02-021 - ANAKDINGEH MEP| Z40A18EM0Y DIKONOMIKEIN KATAZ TAZECOMN/ EKBEZEGN v ’

k4-01-062 - ANAKOINGEH E4ETIKH ME ENIEIPHMATIKEZ! OIKOMOMIKEE EZEAIZEIZ ZTHM ETAIPLA
1 K4-01-063 - ANAKOINGEH AAACN ZHMANTIKCN FEFONOTOM [AEN MPOBAENOMTAI ZE AAMEE KATHMOPIEE]
K4-01-100 - ANAKOIMNCEH QIKONOMIED" HMEPOADT DY
1E4-01-101 - ANAKDINGEH MA ENHMEPSIEH EIZHMMENHE NPOZ ANAAYTEE
k4-01-102 - ANAKOINCGEH Ma ANATEAEZMATA DOPOAOTIKDY EAET-OY
L R4-01-103 - ANAKOINGEH A EKBEZH A%, EIZHMMENHE ETAIPIAZ, ZvMPONA ME TO APBPO 4.1.4.7 TOY KANOMNEZMOY TO
k4-01-104 - ANANTHZEIZ ZE EMIETOAEE - EPQTHMATA TOY XA /THZ EK.
k4-01-105 - ANAKOINGEH ME ARAZTIKEE ANOPAZEE MOY ADOPOYN ZE EIZHTMENH ETAIPLA
1 K4-01-106 - ANAKDINGEH Tla YNOBOAH ETOMEMN BAZEI THE ANDD. 4/278/12-08-03 THE EK [ETAIPIEZ ENEMAYZECN]
k4-01-107 - ANAKOINGEH Ma ENANAAHMOZIEYZH / AIOPBCEELE EM TON AHMOZIEY MENCM OIKOMOMIESIMN KATAZ TAZECM
k4-01-108 - ANAKOINGEH ETAIPIAE THE ONOE Of METOHEE AANPAMMATEYOMNTAI ZTHW KATHMOPL EMITHPHEHE [4PBPC
K4-01-103 - ANAKOIMCEH NEPI EKNOIHEZHE METOCN
L E4-01-110 - ANAKDINGEH A AHMOZLS NPOZROPA
TR4-01-113 - ANAKOINGZH EKTAKTHE EMHMEPOEHE A4 K.
K4-01-114 - ANAKOIMCEH ETAIPIKHE MPAZHE Ma MEPLALS ALK,
k4-01-115 - ANAKOINGEH ANAZTOAHE ARMPAMMATEYZHE MEPLAICM A4 K.
K4-01-116 - ANAKOINGEH ENakaABTPATMATEY ZHE MEPIAICMN A A K.
k4-02-003 - ANAMOPDOMENDE NINAKAE ABBEEHE ANTAHBENTOM KEDAAAICIN
k4-02-013 - TNOQETAMNOHEH ANOPAEHE AMMATHE XPHEHE ANTAHBENTON KEDAAAICN
k4-02-021 - ANSKOINGE MO OIKONOMIECIN FATAZTAZEQNS EKBEZELMN

e |t allows sending to ATHEX attachments in the form of PDF, DOC, XLS, images
files which will be checked by ATHEX and posted on its website, accompanying
the text of the announcement.
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e |t is possible to format the text of the announcements using the built-in HTML
editor.

¢ In some types of additional fields have been included in the data entry forms, so
that all the necessary information can be forwarded securely and without errors
to the systems of ATHEX.

"Financial Statements" Service

In the "Financial Statements" service, the user submits the XML file he has exported
from the standard Excel file of the financial statements. The procedure remains the same as
in HERMES.

As shown in the following figure, the user simply selects the XML file from his local disk.
Before making the submission, he can display the XML file on his screen by selecting the
check box "Preview the file before sending it".

BEpD |“K|'|DBD A ETomsiny (Owovopkéc KoTaordosig)

Apwsio: | Browse.. |

r MpOSTTITK AT oY TOU GpYsiou TR ATooT e

"Transaction Disclosures" Service

In the "Transaction Disclosures" service, the user submits the XML file he has exported
from the standard Excel file of the transaction disclosures. The procedure remains the same
as in HERMES.

As shown in the following figure, the user simply selects the XML file from his disk.
Before making the submission, he can display the XML file on his screen by selecting the
check box "Preview the file before sending it".

By |Yn|:||3|:|ﬁr'] eTosioy ([ vwdTonorosi Zuvad day o

Apwsio; | Browse.. |

r MpoSTITK AT OY TOU GpYsiou oy AToaT o

"Profile Information" Service

With this new service that is provided by HERMES2, users will be able to send to ATHEX the
details of their Company Profile to inform ATHEX and the investing public.

The user must select "Profile Information" under "Services". The right part of the screen will
display the form to be completed with the submission data. The company name has already
been filled.

The form includes four parts
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1. General Information
The user will only fill in the reason for updating of his Company Profile.

Fevike ¢ NMAnpogpopicd
TOTog UTTOR oA | k4-01-014 - ETAIPIKO NPODLA =

S ETAIPIKD MPOMIA

Ovopn ETaipsiog AokipuaTikr ETevdiozoy AE.
ayo

Emikoipomaoinmmg

Mpogit

2. Additional Information
The company information to be published on the ATHEX website

Emimmhs ov MAnpopopicg
ApOOTHEIATHTE |
Ednrvikd
ApOOTHRIATHTE Aywhik
Eto¢ldpuang 6
Hpihio Enqyuyr 6

OB UvaT) EApk G

AIOAOT) Ak d

ThASp D
uilies

Qe

Hick Tpovike AOBUyvam

AIEOAyam
HAcKTpOvIKA
AAANADY DTG
OIKovopIKGE |
AIEUBUYTHE Ak
Ok ovapikd; |
SIEUBLYTR G Aytghik

Te0BUYDE |
Evnpspmans Korol
Ednrvikd

TEIAUYOL |
Evnpépmans Kool
B

0RO |
EUTTnpETnang

T Ay {EX

TE0BUYDE
EUTTnpiTnan g
et O (A
Mpoowmkd Etaipiog

Mpooumikd Opikou

3. Board of Directors
The details of the members of the Company's Board of Directors. To add or remove a

member the following keys LI;I are used.
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AIKNTIKG Zuppouio

Mt Aog
ETriBzro EAikd

ETriBsro Ayhikd

Owopn Exbrpid

OO Ak d

MaTpavupn Exbpk b

MaTpavupo Ak

SEam oty ETaipsin | NPOEAPOE El
Enbrpeik
BT

(el

ol

4. Information not intended for publication

Company information requested by ATHEX and not published. Here it is possible to add files
such as the company logo in an image file

ETondeio pn Anpoceosija

Tt Aloiknome 7]

kivnTd THAS Qv (7]

Ha A ACY DO

Mposdpou

Ha A Ay Do i |
prioTh Eppn

Ha AdAnADy Do i |

uTrE0BYaL

PETOROADYIOU

AQOTAEIGTHTE | Browse.. F? KaBupioude

En{upysio pf

ApaaTnpidTmTo | Browse.. p KoBapioude

Ay pygio pdf

oyaTUTTD (P | Browse.. p KaBupiopde

SIK AT
Logo (image file) | Browse.. 9 KaBapiopde

"Prospectuses" Service

This new service provided by the HERMES2 allows system users to send to ATHEX
Prospectuses in PDF format so that they can be posted on the ATHEX Site at
http://www.athex.gr/content/gr/Companies/ListedCo/Prospectus/. This procedure replaces
sending files by e-mail providing greater security, since the files will now be digitally signed.

The user must select "Prospectuses" under "Services". The right part of the screen will
display the form to be completed with the submission data.
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The text that the user will fill in the "Text" field will accompany the Prospectus and will
be posted on the ATHEX site as "Prospectus Title". After completing the information and

selecting the file using the "Browse" button, by clicking on "Submit" the file is sighed and
sent to ATHEX.

EvijIE puTIK S A£ATIO

eviKd ZTonggio

ToTog Ashriou K1-03-032 - EMHMEP O TIED AEATIO - MAHPOTORIAKD ZHMEIC kA - EMTYTIO ;]
G EMHMEPOTIED AEATIO - OAHPODOPIAKD ZHMEIOMA - ENTYTIO
Ovopn EToipsing AokipgoaTike EToediosy A E.
KEIEND B 7 U 2 | EEEE 1 Styles - Paragraph + Font Family  ~ Font size -
805 s | EE 1 LEF@mA-¥-O
A | | | 1 —2[d|x x| B =11 w
& Ea @ @@ G 7|
Path: p
Toggle editar
EmmAsov EToIgEio
Apyeio PDF yio 1o evnp Browse.. p KaBopioudc
BeEhTio

"Financial Statements in PDF" Service

This new service provided by the HERMES2 allows system users to send to ATHEX
Financial Statements in PDF format so that they can be posted on the ATHEX Site. This

procedure replaces sending files by e-mail providing greater security, since the files will now
be digitally signed.

The user must select "Financial Statements in PDF" under "Services". The right part of
the screen will display the form to be completed with the submission data.

The user must fill in all the information requested in the form and if he so wishes he can
also complete the field "Notes", addressed to ATHEX and is not published. After completing
the information and selecting the file using the "Browse" button, by clicking on "Submit" the
file is signed and sent to ATHEX.
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Oiovopikn Kardoracn ¢ popgi PDF

Tevikd ETonyeia

TOToE YToROA ¢ | k4-02-004 - DIKOMORMIKH KATAZTAZH ZE MOPDH PDF ;l
BEp QIKOMOMIKH KATAZTAZH ZE MOPDH PDF
Tomog Ok Kotdotammg | Zraweia ke Minpopopize ;l
EvoTrainpém BN |
kO TAOToOn
Etaipikii yprion E1og) 7]
TOmog Nepddou Tpprwaic |
Ovopn ETaipsiog AnkipoaTikl ETevdlozoy A.E.
i T | Effrpac |
Pl B I U #|E= E | Styles ~ Paragraph |~ Fontfamily  + Font size -
QEE: = = | is | TR S 4 @ wm A\' ib_]v [=]]
H | e Y —~£2|x.x’|ﬂﬂmmm

Fath: p
Toggle editor

Emmhfov ZTongcia

Apyeio POy iy | Browse.. ﬁ KaBapioude
DIKovapIKE KoTdoToam

Remarks on all Services

v" The submission is sent to ATHEX and is assigned a reference number directly without
any delay. The reference number is displayed to the user at the top of the screen.

o HYmopohn ETahnks pe apibpo mpurokoAhow: 2001 KA A 012
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v" Sending a correct repetition is possible for all services. The user will receive an e-mail
informing him on the cause of rejection.

v" For the submissions of all services the user can add one or more attachments.

I npE v

e
Ap:-:sl’o:l Browse.. I I'Iapwpucpﬁzl

Using the keys LI;I the user can add or remove a file. For each file the
corresponding "Description" field should also be completed.

v" In all forms, if a field is mandatory and has not been completed, a red box appears in

it and the title is displayed in red.

ETAIPIGHN
DEPQ aTo Bk ANAKOINQZEIZ MA EIZAMQMH METOXON ZTO XA TATIPOTH GD‘

TiThog 0
= I Styles + Paragraph  +

‘L £ j |@I HTML

=i
ErnvikG Keipsio — < | x, x| Q2

v The icon @) that appears next to some fields, provides information on how to
correctly complete the fjg|d.

Main Menu: Actions

Emhoyr EToipeiog
AwoinTno

Tnofoasn AnoBnEsupévou
Apyziou

Under "Actions" the user can

e choose the company for which he is entitled to make submissions;
e search for submissions he has made based on multiple criteria;
e submit data he has saved in a file on his local disk.
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Company Selection

Where the user of HERMES2 has the right to make submissions for more than one
company, he is allowed to choose a different company at any time and without needing to
log out of the system. In this case, the "Services" submenu may change, as for each
company the user is likely to have different rights to services.

Search

A submission search can be performed based on criteria relating to the service and
status of the submission. Under "Actions", the user selects Search.

The right part of the screen will display the "Simple Search" form. There are two types
of searches: Simple Search, Advanced Search. This option appears at the bottom of the

form.

YTnpeoieg =

Ekkpepeic Ynofohég
ETaipikéc AvaKolvoEg
Qikovopikég KaTaoTaoeig

IToigeia Npogii

Avaintnon
Kpimiipio Avadimong
AvalfTnom Mo \ 'Ofleg Tig dudikagieg v
01 omaieg efvan
AvalTnan

AT AvalfTnam | Z0vBsTh AvadfTram

The difference between the two is that the advanced search returns hits for any
combination of services and statuses.

EEETEE . .:mon

Y1npeoiec =

Ekkpepsic Ynofoizg
ETaipIKEG AVOKOIYWOOEIG
QIKOVOMIKEG KaTaoTamEg
Itoigeia Mpopih
EvnuepwTikd AgATiO

Nivakag ddBsong
AvTanBevToy Kepahainy

MY WoTONOINTEIG TUVAAMY WY
Zraixeia Evepynmikol AAK

lNevikig MAnpogopisg

Eraipeia
AOKIJuOTIKE ETovalomiy
Fi =

Kpimiypia AvaZnmeng
Avadiimaen yia

[ Eraipikée Avakomioec [ owkovopiké Kataordozg O =roigsia Npogin

[ evnuspunka ashiio [ Nivakag dudBemme AvianBavmay Kegahaioy O rvworomomfoeig Suvaihayy

[ sromgeio Evepyn kol A8K

ETmidayr Ohwy | ATToSTIACYE Ohwy

O1 omoigg £ival

[ emstzpyierm O Exkpepnic O napotigsnke
[ ohokinpoBnks O Emovsterderm [ eykpignke
[ amroppigrnks [ anpomenBnke

Emmihayf Ol | ATosTrihays Ol
il il

AvaliTnan

ATaf AvadfTnan |0
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Submitting a Saved File

Where the user wishes to complete the data for a submission but not to directly send them

to ATHEX, he can save the submission locally on his disk using the __[PogwpA AnoBfksuan I
button. The system automatically gives the file name based

e on the service to which the submission refers to
¢ and on the current date and time.

File name example: downloaded-Announcement-20110607120835.xml The file saved is an
XML file.

For the user to submit the data he has saved, he must upload the file from his disk to the
system. This is done by selecting "Upload Saved File" under "Actions" in the left part of the
screen. The right part of the screen displays a form from where the user must select the file.

YrropfoAn AtToBnkeupevou Apyeiou

| Browse.. | Upload |

By clicking on "Browse" the file is selected from the disk and then by clicking "Upload" the
file is uploaded to the system. Saved submission data appear on the submission form from

where the user can then send them to ATHEX using the _*12F8 | hytton.

Digital Signature

When clicking on the Ml button, the following window appears. If for some
reason the user does not wish to make the submission, he can choose "Cancel", otherwise
he enters the PIN of his smart card and selects "Sign". The smart card must be inserted in
the card reader.

To zign the document, select electranic identity taken, enter
the PIM code and press the button: 'Sign'.

Sign Mezsage
Wiew .. | Save.. |
LCertificate:
[ER Non Repudiation (USER38 EXTERNAL) v| [
BIN (PINT}

[l
Sign I Cancel I
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By clicking on "Sign", the submission is digitally signed and sent to ATHEX. Depending on
the size of the submission, there could be some delay until receipt of the submission by
ATHEX and the reference number are displayed on the user's screen.

@ HYmopoh ETainks pe apibpd mputokoAhouw:

During this wait, the user's screen shows the message:

sending signed data

Logout

The user logs out of the system either by using the button "Logout" in the left part of
the screen or automatically after an idle period of 15 minutes, which is considered secure.
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Annex A.

Test Cases:

Submission of all documents (Announcements, Prospectuses, Financial
Statements, etc)

Submission of all types of Announcements

Change of type before submission

Submissions with attachment files (the total size of files does not exceed 8Mb)

Where there is an editor for entering text, paste text from Word using the special
Word button

Search for submissions using a combination of fields (simple and advanced search)

Check whether a reference number is returned upon submission
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